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Information Security Foundation based on
ISO/IEC27002

Certification: EXIN exam

The 1SO27002 standard is the rename of the ISO17799 standard, and is a code of
practice for information security. Its essence outlines hundreds of potential
controls and control mechanisms, and may be implemented under the guidance
provided within 1SO027001.1S027001 standard deals with the set-up of the
information security process and represents the specification for an Information
Security Management

System (ISMS). The 1SO027002 standard, which is also known as the “Code for
Information Security”, contains guidelines for measures in the area of information
security. The guidelines in the ISO27002 standard deal with the organizational,
procedural, physical and logical aspects of information security.

Both through lecture and hands on, the purpose of this course is to present the

following concepts:

= |nformation and security concepts: the value of the information and the
importance of its reliability

= Threats and risks: The relation between threats and reliability

= Approach to the organization of the Security Information Policies

= Security measures: technical and organizational

= Legislation and regulations: its importance and implications

= Design and Implementation of the ISMS according to the 1ISO27001 standard

= Certification of the ISMS according to the ISO27001 standard

This is an introduction course for everyone in the organization who is involved
with the information management lifecycle. The course is also suitable for small
independent businesses for whom some basic knowledge of information security
is necessary. This course can be a good start for new information security
professionals.

No mandatory prerequisites.

3-day sessions, 24 PDUS

May 19-21, 2010
9:30-17:30

Mr. Athanasios - Nektarios Gkionis, Quint Wellington Redwood

= |nformation and security

= Threats and risks

= Approach and organization
= Measures

= Legislation and regulations
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Course outline Setting the basis of Information Security Management.
The main areas are:
= Security Standards and Best Practices
= The 1SO27002:2005 Standard Overview
= |nformation and security concepts

The Security Process:

= Objectives

= Activities: Risk analysis and management

= Control implementation: Physical measures, technical measures and organizational
measures

= Legislation and regulations

ISO27001: design and implementation

= The Information Security Management System
= Establishing the Scope

= Documentation Requirements

= |SMS implementation

= The Certification Process

Tuition Fee Participation Fee:
Exam Fee:
Discount Policy
Cancellation Policy

Prog ram Registration http://hermes.ait.gr/registrations/multiple.php?prog=91

Contact Catherine Cynthia Protonotarios
Executive Training Manager
Tel+30 2106682806, extn 5806
Fax+302106682844
execedu@ait.edu.gr
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