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Abstract—One of the reasons that the research of intrusion de- from the attacker’s point of view. Our goal is to describe the
tection in wireless sensor networks has not advanced significantly most effective ways to launch this attack and demonstrate them
is that the concept of “intrusion” is not clear in these networks. In ;| practice. We reveal the weaknesses of the routing protocols
this paper we investigate in depth one of the most severe attacks - ) .
against sensor networks, namely the sinkhole attack, and we that ar_e mQSt widely used by the research community, hoping
emphasize on strategies that an attacker can follow to successfully that this will lead to a better awareness of the threats and the
launch such an attack. Then we propose specific detection rules study of more efficient security protocols. Then we propose
that can make legitimate nodes become aware of the threat, while some countermeasures against these threats in the direction
the attack is still taking place. Finally, we demonstrate the attack - ot jnirsjon detection. Some first intrusion detection systems

and present some implementation details that emphasize the little h tarted t f tworks. but v d
effort that an attacker would need to put in order to break into ave started 1o appear for sensor networks, but rarely do

a realistic sensor network. they include specific detection rules [2]. Rules against specific
attacks, like the one we present here, if properly generalized
l. INTRODUCTION could lead to better and more realistic IDS designs.

The pervasive interconnection of wireless sensor devicesThis paper is structured as follows: In Section Il we state
has given birth to a broad class of exciting new applicationise routing protocols considered here and why they were
in several areas of our lives. However, as every networhosen. Then we state our assumption about the attacker
sensor networks are exposed to security threats which, if moetSection Il and previous work in Section IV. Section V
properly addressed, can exclude them from being deployeddescribes the sinkhole attack in detail and how it can be
the envisaged scenarios. Their wireless and distributed natlanenched successfully against the considered routing protocols.
and the serious constraints in node battery power prevéditen, in Section VI we discuss specific detection rules that
previously known security approaches to be deployed anduld make legitimate nodes aware that such an attack takes
has created a large number of vulnerabilities that attackgisce in their neighborhood. Finally, Section VII demonstrate
can exploit in order to gain access in the network and tloair implementation of the attack and Section VIII concludes
information transferred within. the paper.

Securing sensor networks against these threats is a chal-
lenging research area, necessary for commercially attractive
deployments. Encryption and authentication mechanisms proThere appears to be a great diversity in deployed routing
vide reasonable defense for mote-class outsider attacks. Hgnetocols for sensor networks. In this paper we concentrate on
ever, cryptography is inefficient in protecting against laptophe two most popular ones, the MintRoute protocol, and the
class and insider attacks. It remains an open problem fdultiHopLQI. MintRoute is used in most real sensor networks
additional research and development since the presencedeployments today, as for example in [3]-[5] and has also
insiders significantly lessens the effectiveness of link layserved as the basis for TinyOS 2.x Collection Tree Protocol.
security mechanisms. This is because an insider is allowedViany current sensor node platforms, like the micaz, Telos
to participate in the network and have complete access to amyd Intel Mote2, use the same radio chip, the CC2420. This
messages routed through the network and is free to modifggdio chip provides a hardware indicator, called Link Quality
suppress, or eavesdrop on the contents. Indicator (LQI), which is believed to be a better indicator of

What makes it even easier for attackers is the fact thatk quality than RSSI. This has led several routing protocols
most protocols for sensor networks are not designed havittgadopt LQI, indicated by the last packet as the criterion
security threats in mind. As a consequence, deploymentsfof parent selection. In this paper we investigate one of these
sensor networks rarely include security protection and little protocols, the MultiHopLQI [6], which is widely used in
no effort is usually required from the side of the attacker tdlotelV Tmote Sky. It has been also used in several sensor
perform the attack. So, it is very important to study realisticetwork deployments [7]-[9]. The Drain collection protocol
attacker models and evaluate the practicality and efficiencyiefa derivative of MultiHopLQI and served as the basis for
certain attacks. the TinyOS 2.x dissemination service. Several other custom

This paper investigates one of the most severe routinguting protocols were designed based on MintRoute and
attacks in sensor networks, namely the sinkhole attack [MultiHopLQI.

II. THE ROUTING LAYER MODEL



Ill. THREAT MODEL A. Sinkhole Attack on MintRoute

In this paper we assume the presence of an attacker that callintRoute uses link quality estimates as the routing cost
access (and eventually change) the internal state of a serfgstric to build the routing tree toward the base station. For the
node. This type of attack is referred to mede capturein calculation of these link estimates, MintRoute uses the packet
the literature [10]. Most existing routing schemes for sens8ffor rate. The nodes periodically transmit a packet, called
networks can be substantially influenced, even if the attackdépute updaté and each node estimates the link quality of
captures one node or a minute portion of the network [1]. S&S neighbors based on tiracket losof the packets received
for the attacks described here we will assume that the attack®m each corresponding neighbor. The list of these estimates
has captured just one node (although the same setting carf@ieeach neighbor is broadcasted by the node periodically in
generalized to more nodes), which was previously a legitimdté route update packets.
member of the network. To avoid detection, we assume thatEvery node maintains a Neighbor Table and updates it when
the attacker does not reprogram the memory of the node, Buieceives a route update packet. This table stores a list with
she rather connects the node to a laptop in order to monitBe IDs of all neighboring nodes and their corresponding link
the packets received. Then she can change the contents ofc@@s. The node chooses its “parent node” to be the one with
packets and resend them using the attached node. Thereféi@ best link quality in the Neighbor Table. Note that the hop
the attacker has access only to her immediate vicinity and dégtance of each neighbor to the base station is not taken under

not use a stronger transmitter or an outbound communicatié®nsideration in choosing the parent, unless two nodes have
channel. the same link quality.

The parent changing mechanism is triggered each time the
IV. RELATED WORK link quality of one or more nodes becom@s% better than
the link quality of the current parent, or the link quality of the

A first approach on the detection of sinkhole attacks hasirrent parent drops below 25 (in absolute value). In such case,
been presented by Ngai et. al. [11]. This approach involvese node with the highest quality becomes the new parent.
the base station in the detection process, resulting in a higbwe\/er, if two of such candidate nodes happen to have the
communication cost for the protocol. The base station floodame link quality, the new parent will be the one with the
the network with a request message containing the IDs of t§galler hop count to the base station.
affected nodes. The affected nodes reply to the base statiof the case of a routing protocol, like MintRoute that uses
with a message containing their IDs, ID of the next hop anghk estimates as the routing metric, the compromised node
the associated cost. The received information is then usg@inching the sinkhole attack will try to persuade its neighbors
from the base station to construct a network flow graph f@s change their current parents and choose the sinkhole node
identifying the sinkhole. To avoid tampering of packets durings their new one. There are two ways to do that:
transmission, encryption and path redundancy is proposed. 1) Advertise an attractive link quality for itself

Other existing protocols build detecting mechanisms for 2) Make other nodes look like they have worsé link quality
sinkhole attacks in sensor networks that are based on routing than itself.
protocols usually deployed in Ad-Hoc networks, like the Ad- .
hoc On-demand Distance Vector Protocol (AODV) [12] and NOtE_E _that the_attacker cannot launch a sinkhole atta_ck by
the Dynamic Source Routing (DSR) Protocol [13]. In Ou?d_vertlsmg_that I hasa_lower h_op_cou_nt to_ the b_ase station, as
experience, routing protocols specifically designed for sengms metric is not the primary criterion |n.th|s routing prqto.col.
networks, like MintRoute and MultiHopLQI, require much Ies?0 the attacker needs to come up with more sophisticated
resources and are usually preferred for such networks. Belf{gys:

more simplistic, these protocols are also more susceptible td" °r€Over just advertising a high link quality to the_other
attacks. nodes may not be enough, since most of these routing pro-

tocols try to be robust, meaning that they don’t allow the
nodes to change parents frequently and for no good reason.
For example, when a node changes its parent, this could create
The sinkhole attack is a particularly severe attack that routing cycle in the network, which is followed by an extra
prevents the base station from obtaining complete and correost to resolve it. Therefore, aside from advertising a high
sensing data, thus forming a serious threat to higher-layisk quality for itself, another way for the attacking node to
applications. In a Sinkhole attack [1], a compromised nodaunch the sinkhole attack is to make the current parents look
tries to draw all or as much traffic as possible from a particuléike they have a very poor link quality, which will trigger the
area, by making itself look attractive to the surrounding nod@sirent changing mechanism in their children. Then the new
with respect to the routing metric. As a result, the adversaparent to be chosen will be the sinkhole node.
manages to attract all traffic that is destined to the base stationThe way to do that is to change the link quality estimates
By taking part in the routing process, she can then launsbknt by the parent nodes, within their route update packets.
more severe attacks, like selective forwarding, modifying drhe attacker listens to the route update messages from its
even dropping the packets coming through. neighbors, alters them and replays them impersonating the

V. THE SINKHOLE ATTACK



original sender. Even if there is an underlying key mechanismThe payload of the beacon message includes the sender’s
that nodes can use to communicate securely with each otleerrent parent and a cost for the whole path to the base station
most probably the attacker will be using a broadcast key sharfgeé., thepath cos}. This cost is calculated as the sum of all
with the nodes to be able to overhear, change and send thiagecosts of the links that make the path. For a n&déhat
packets. has a parenD, its path cost is calculated as

Costg = Costzp + Costp )

The value ofCostz is included in the beacon of nodg.
Node A that receives the beacon, reads and stores the value in
a table. It also calculateSosty gz as we described above and
calculates its own path costosts, using Equation (1). Node
A chooses as its parent the node that minimiCest,.

According to this algorithm, we identify three ways for an
attackerC to launch the sinkhole attack.

NeighborTable B NeighborTable . . .
—— —— 1) Advertise a low path cost with its parent,
Node | LinkQuality Node | LinkQuality .
S p= S P 2) Make other nodes look like they have worse path costs
c 255 c 255 than itself,
F 150 F 150

3) Change its parent to the neighbor with the minimum
@ () path cost.

Fig. 1: The two phases of sinkhole attack on MintRoute. (a) Let us describe each of the above strategies using the

NodeC (attacker) receives the route update packet of néde example showed in Figure 2. Let's suppose that initially the

(b) NodeC sends a forged packet t4, impersonating3. In  nodes have chosen their parents as depicted in Figure 2(a).

both cases the Neighbor Table of nodes indicated. The path costs for each node are also indicated. Ndde

compromised by an attacker and her goal according to the

Let's take for example the case shown in Figure 1, wheg&énhkhole attack is to attract as much traffic as possible from

nodeC is the attacker and node is the current parent of nodethe neighboring nodes, convincing them to choGsas their

A. NodeC has sent its own route update packet advertisingparents.

fake link quality (at the maximum value of 255), but this is not

: ; D
enough to make nodg change its parent. Therefore, when it O b O
receives the route update packet of nefiét changes the link @ (128) (38)
quality of nodeB to a low value and sends it back thas a

the link quality estimation and updates the corresponding entry £

in the Neighbor Table. This will trigger the parent changing

mechanism and since the link quality of noBeis below 25,

that node will be ignored in the selection algorithm and node Opb Oob

C will be chosen. (1000) >\528)
After performing the above attack for all of its neighbors,

(92)
the Sinkhole node will eventually attract the traffic passing (107)
through these nodes. ten) 145) (156) 149) “34
(C) (d)

B. Sinkhole Attack on MultiHopLQI

From what we described in the previous section, the weakig. 2: Three sinkhole attacks on MultiHopLQI. Case (a)
ness of MintRoute is that each node is based on the advertisedws the original settings of the network before the attack,
link quality from other nodes to decide on its parent. In Mulwhile cases (b), (c) and (d) show the result of each of the three
tiHopLQI, the nodes calculate the link quality based on thestrategies.
own hardware. Each node periodically broadcastseacon
message and the receivers extract the LQI given by their radioThe first and easiest way is to advertise the minimum
chip. This number is given to a function that calculatesab&t path cost to the base station. This is shown in Figure 2(b).
of the corresponding link. The cost is inversely proportion#iccording to the function built in MultiHopLQI, the path cost
to the LQI. The most attractive link is the one with the loweghat corresponds to the maximum LQI 15. The result of
cost. In what follows we will use the notatioBostyz to this attack is that noded, F and F' change their parents to
indicate the cost estimation of nodé for the link between C, as this reduces their corresponding path costs. This will
itself and B. also trigger the parent changing mechanism at the parent of

unicast packet, impersonatinig. Upon receiving this packet, O\ w2
node A thinks it is a route update packet from, it extracts (%2 149 (56) - (49) Qo )
(a) (b)

124)



the attacker, nodé3. However, choosing any of the children Link Bstimate of node A for node ©
of C will result in the formation of a routing cycle sincg
is the attacker’'s parent, and eventually will be forced to gt
back to its old parenD. In the experiments we noticed that
this behavior of B kept repeating, however according to the g
routing protocol, it is legitimate, so we consider that the goez |
of the attack has been reached. ‘ ‘ ‘ ‘ ‘
The second way to launch a sinkhole attack is for nod ° ™ * * g % 0=
C to impersonate a node and advertise a very high pa Link Estimate of node C for node A
cost on its behalf. For example, in Figure 2(c), the attacke
broadcasts beacons impersonating nddeand advertises a
path cost equal to, let's say000. Its child F' updates its
own path cost tol000 + Costzr and realizes that choosing £
nodeC as its parent will reduce it substantially. Since node§
E will keep broadcasting its legitimate beacons periodically~ 7
(with path cos®92), the attacker needs to do the same with itc o 00 0 s T.mi‘;((lec) 50 6o 700 80
spoofed messages, immediately after the messagg's ©his
will keep Costz in the memory of node” at the attacker's Fig. 3: The estimates of nodé and nodeC' for the quality
desirable value. If nodé€' follows the same strategy for eachof the link between them, based on the packet loss rate that
node in its vicinity, it will eventually manage to attract thehey observe.
traffic.

The third strategy for the attacker is to look for the node
with the minimum path cost in the neighborhood and advertif&ckets should originate only from their legitimate sender and
the best possible, but also legitimate, path cost for itself. Fle nhodes should defend against impersonation attacks.
example, in Figure 2(d), nodg has the best path cost. In this Rule 1: For each overheard route update packet, check the
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network, it is the case that sender field, which must belong to one of your neighbors.
For the example shown in Figure 1, the rule will be triggered
Costz + Costyc > Costz + Costzc, in node B, since it will overhear the packet sent by node

. impersonatingB. It will be also triggered in node# and
so nodeC had choserB as its parent. For the attack, howeverF which will overhear a packet from nod@ without being

nodeC chooses as its parent and advertises a very attraCtin?éighbors ofB. As the attacking node tries to acquire more

path .COSt’ |.e.pos_tg_ +15. This is muc_:h less thgn the pathnodes using this method, the rule will be triggered in more of
cost it was advertising before. The neighbors will update thI neighbors

value in their tables and hopefully their corresponding pat There is also another rule that can be used by legitimate

costs will drop by choosing” as their parents, as it is the Lo ; .
. . ; X “nodes, which is based on anomaly detection. In particular,
case with Figure 2(d). In Section VI, we will see that this ) L . }
: ) we make the following observation: according to MintRoute,
form of attack is the hardest to detect, since the attacker dogs . : . i
nothing that is not leaitimate edch node independently measures the link quality estimate of
9 9 ' each neighbor and receives their estimates through the route
update packets. As one expects, these values cannot have a
big deviation from each other. For example, let's take the link
Based on the vulnerabilities of the routing protocols th@etween the two nodes} and C' of the network in Figure 1.
we exposed in the previous section, we now move a steRure 3 shows the estimate of nodefor the quality of that
further and propose specific rules that can be used to detggk and the estimate of nodé€ for the same link and for
the attack. Since all communication in a WSN is conductgfle same period of time. As it is expected, the estimates of
over the air, nodes can listen on the network and captuffe two nodes for the same link are almost the same, with
and examine individual packets passing from their immediaé@me small deviation. In particular, the maximum difference

neighborhood in real time. So, the question that we try {at we found between the two link estimates was which
answer in this section is whether nodes can autonomoughtresponds td9.2%.

realize that a sinkhole attack takes place in their neighborhoodas we said in Section V-A, an attacking node may try

without the help of the base station or clusterheads. to advertise a very high link quality for itself, hoping that
this value will be more thaff5% better than the link quality
estimate of a node for its current parent. This advertisement

In order to detect the sinkhole attack on MintRoute, we adsl overheard by its neighbors. However, this value will not
a rule that will trigger an alert whenever a malicious nodeorrespond to the link quality estimate that the node has for
tries to impersonate another node, according to the attack the link with the attacking node. This observation can help us
described in Section V-A. The intuition is that route updatdefine a third rule, as follows.

VI. DETECTING THE SINKHOLE ATTACK

A. Detection on MintRoute



LQI of node E for node C
T T T

Rule 2: For each[parent, child] pair of your neighbors,
compare the link quality estimate they advertise for the linlz 1°c ]
between them. Their difference cannot excéed

Let us note that for a node that detects an anomaly accordh%
to the above rules, it is only an indication that a sinkhole attac g or 1
is in progress. For example, using Rule 1, there is no way 1£ sf 7
know which node is trying to launch the attack, since the ‘ ‘ ‘ ‘ ‘ ‘ ‘
sender field is altered. The only conclusion that can be dran ~ ° A S A
so far is that the attacker is one of the neighboring node LQI of node C for node
since the route update packets are only broadcasted loca | ‘ ‘ ‘ |
Similarly, for Rule 2, a monitoring node cannot know Which@
of the two nodes advertises fake link quality. However, we§ ™|
believe that this is a promising research direction and if thesz sor 8
rules are used properly in an intrusion detection system th§ sl
inducescollaborationwith other nodes in the area, successfu -
detection can occur [14], [15] % 100 200 300 200 500 500 700 800

Time (sec)
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=
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B. Detection on MultiHopLQI Fig. 4: The estimates of nodE and nodeC for the quality
Since some of the attacker’s strategies are common betweérihe link between them, based on the packet loss rate that

the two routing protocols, the corresponding rules can alfzey observe.

be applied to detect the sinkhole attack in MultiHopLQI. In

particular, in the case that the attacker tries to impersonate

another node, and advertise a high path cost (ref. Figure 2(&g same, except for a small deviation. The maximum observed

Rule 1 from the previous section can be applied here too. difference was7. So, for MultiHopLQI, we can define an
For the strategy described in Figure 2(b), where the attacl@stuivalent rule with Rule 2, as follows.

advertises the minimum path cost, there is an inconsistency irRule 4: For each[parent, child] pair of your neighbors,

the protocol itself that we can take advantage and define a nesmpare the LQI they advertise for the link between them.

rule. We notice that the path costs should be increasing as Weeir difference cannot excedd.

move more hops away from the base station. In other words,The only problem about applying this rule in practice is

each node should be advertising a bigger path cost thanthst nodes in MultiHopLQI do not advertise the LQI that they

parent, as it is derived by Equation (1). In this attack it's na@lculate for their links. We strongly suggest this modification

hard to see that this condition is violated. According to thier future designs of similar routing protocols. Alternatively,

description of the attack, the attacker advertises a path cégch a mechanism could be embedded in an intrusion detection

which is smaller that its parent. The nodes that are neighbessstem.

of both the attacker and its parent have their path costs stored

in their memory, according to the protocol. So they could apply VIl. | MPLEMENTATION OF THE ATTACK

the following rule and detect the attacker: In this section we demonstrate the sinkhole attack on a
Rule 3: For each beacon check that the advertised path cosal sensor network deployment, describing the details of
of the node is bigger than the path cost of its father. our setting and the tools that we developed. These details

If this rule is violated, one of the two nodes lies about itnake it even more clear that launching this attack against an
path cost and it has to be the one that advertises the smalieprotected network is a trivial task for an attacker and stress
cost. In a different case, in which the attacker for whatevéhie need for measures that can prevent or detect such attacks.
reason advertises a bigger path cost than its legitimate childjn our implementation we used Tmote Sky nodes from
that child would immediately update its path cost according tdotelV. We took the side of the attacker and we placed our
Equation (1) and may trigger the parent changing mechanisnode inside a sensor network that was set up using MultiHop-
depending on the result. In any case however, the rule woll@I as the routing protocol and Delta at the application layer.
not be violated. So this rule can lead to immediate detectioWe assumed no previous knowledge for the network, so we

Detecting the third attack that we described in Section V-frst built a packet sniffer, in order to acquire the necessary
for MultiHopLQI is more difficult, because as we said, thénformation for the attack. As we said, MultihopLQI period-
attacker advertises a path cost that is within the limits amchlly transmits a beacon message containing information of
is higher than the cost of its parent, as it is supposed tfie node’s parent path cost. These packets can be used to
be. However, the advertised cost is still fake and does neconstruct the network connectivity from the sniffer traces.
correspond to the real link quality, so, like we did in the case The sniffer is implemented as a modified version of
of MintRoute, we turn to anomaly detection. We made thide TinyOS TOSBase (standard application distributed with
same experiment and compared the LQI of two nodesnd TinyOS), only that the code was modified to pass every
C, for the link between them. As shown in Figure 4, they angacket received over the radio to the serial port, regardless



of destination address or AM group ID. In this way we had

VIII. CONCLUSIONS

all overheard packets forwarded to our laptop. A graphical | this paper we identified several vulnerabilities of two

user interface of our Java application revealing the IDs of they,ylar routing protocols of sensor networks and showed how
nodes in our vicinity, their parents and the path costs is shoyey can be exploited by an attacker to launch a sinkhole
in Figure 5(a). Node$ and 2 were one hop away from the gttack. It turns out that the effort the attacker has to put is
base station, but since our “malicious” node was not in ifginimal, and the attack can go undetected, unless certain

range, the base station was not shown.
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Fig. 5: Launching the sinkhole attack on a real deployggy
network, using MultiHopLQI. (a) The network topology before
the attack. (b) The network topology after the attack. (11]

Our goal was to demonstrate the third strategy described in
Section V-B. After acquiring the necessary information, thié?]
first step for the attack consists of identifying the node with
the smallest path cost. In the example of Figure 5, it is node
6, with Cost; = 42. The second step is to broadcast beacoRs]
through our node, advertising that our parent is nédand
our path cost to it igCost = Cost + 15 = 57. The result [14]
is shown in Figure 5(b). All nodes, except nogleminimized
their path costs by choosing our node as their new parent.
We intentionally chose to include this example, to show that

the attack does not necessarily succeed to attract all nod&3.

It solely depends on the path cost that the nodes had with
their parents. Let us note however that by trying different
topologies, we rarely missed attractitg0% of the nodes.

detection rules are applied. We identified such rules and
highlighted any modifications that are necessary for the routing
protocols. The results of this work serve a two-fold purpose:

they motivate a better design of routing protocols that can
make them more resilient to attacks and they also open the
way for defining more general and formal rules in intrusion

detection systems.
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