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Abstract—In this work we study the problem of query
privacy in large scale sensor networks. Motivated by a novel
trust model in which clients query networks owned by trusted
entities but operated by potentially untrusted adversaries, we
consider several proposals for protecting the identities of the
queried sensors.

Our schemes do not rely on the use of public key cryptogra-
phy nor do they make any assumptions on the topology of the
network. Inspired by the data-centric communication model
and the collaborative nature of sensor networks, our proposals
distribute the data in random locations to be later retrieved
by random direction queries, using only local computations
and total absence of coordination. It is perhaps of interest
to note that query privacy is achieved using only lightweight,
symmetric cryptographic primitives.

Extensive analytical and experimental results confirm that
the proposed protocols can achieve their goals using only
minimal communication and storage overhead.

I. I NTRODUCTION

Wireless Sensor Networks (WSNs) have been an attractive
paradigm for pervasive computing oriented applications.
WSNs have found wide applications in areas as diverse
as environmental and habitat monitoring, healthcare, home
automation, and traffic control.

To accomplish the targeted functionalities, large scale
WSNs usually collect or generate vast amounts of data dur-
ing their lifetime. However, the traditional trust model where
the owner and consumers of the network are considered to be
the same does not make sense for such large scale networks.
For example, NEPTUNE [1], GEOSS[2], and ORION[3] are
building ocean observatories and systems for observing and
reporting earth, ocean and atmosphere information. The trust
model of these networks is shaped by two factors. First,
multiple organizations are involved, acting both as funding
sources and primary investigators. Even though network
owners may need to collaborate for administrative purposes,
they don’t have to fully trust each other due to diverging
interests. Second, external organizations interested in the
areas monitored by the sensor network may be willing to
pay for access to sensor readings [13].

The type of networks described above introduces new
concerns regarding privacy for the end-users. Since end-
users are accessing the network via services provided by

the network owners and operators, information about their
identity along with their access pattern or the region of
interest can be abused by the servers against the user’s
interest.

In this work we consider the problem of query privacy
in outsourced WSNs. Motivated by robustness, scaling and
energy efficiency aspects, we propose a number of schemes
that draw their inspiration from theData-Centric (DC) com-
munication paradigm of sensor networks [4]. Our schemes
are based on the observation that if sensor readings are
distributed in random locations in the network and queries
are sent towards random destinations, query privacy can be
enforced even under the presence of malicious nodes in the
network. We compare our findings against previous work
and we validate the performance and the effectiveness of our
algorithms using both analytical and experimental results.

The rest of this paper is organized as follows. Section II
discusses previous methods along with their strong and weak
points. The network model, assumptions and the privacy
problem we consider in this work are stated in Section III.
Section IV, gives the details of our schemes and an analytical
model for the costs incurred. A data tagging scheme is
necessary to achieve the desired privacy properties; this is
discussed in Section V. Several issues related to the proposed
protocols are discussed and validated experimentally in
Section VI. Finally, Section VII concludes the paper.

II. RELATED WORK

Providing anonymity across untrusted networks has been
studied in various contexts ([5], [6], [7]). Onion Routing[8]
principles also became the basis of many schemes such as
TOR[9] for providing anonymity in untrusted networks.

Regarding WSNs, an initial attempt to provide anonymity
of network structure has been made in [6] where the
network protocol leverages a dynamic virtual infrastruc-
ture on top of the physical layer. Anonymity in clustered
wireless sensor networks has been studied in [10] and two
anonymous schemes have been proposed. However, these
schemes assume the secret keys shared between sensor
nodes and the base station are not compromised and that
nodes inside a cluster are not distinguishable. Assuming
knowledge of the location by the nodes and the ability of



direct communication with the base station, [5] provides
two techniques of anonymity based on one-way keyed hash
chains. It is possible, however, for an adversary to eavesdrop
on the communication and compromise a node’s data and
encryption keys [11].

Another work on anonymous data collection [12] is based
on perturbations but does not use provably secure crypto-
graphic techniques. In order to provide query privacy in
WSNs, [13] proposed a scheme using two servers. This
approach, however, is not efficient in terms of storage be-
cause each node must share a key with a client. Furthermore,
privacy is completely lost against colluding servers.

A recent work on privacy-preserving querying in WSNs
was presented in [11] based on the Onion Routing methodol-
ogy. This scheme, however, is based on asymmetric cryptog-
raphy which is not a good option for low processing power
devices. Furthermore, the onion routing scheme results in a
large overhead for the message size and leads to high power
consumption since transmission is the most costly operation
in sensor nodes. Finally, knowledge of the network topology
is assumed which is not the case in our proposed schemes.

III. N ETWORK MODEL AND ASSUMPTIONS

The network setting we consider here consists ofN nodes
denoted by{s1, s2, ..., sN}. Sensors are considered to have
some storage facilities to save their own measured data or
the data received from others.

There are three distinct entities participating in the pro-
tocol namely the network owner, the network operator and
the client which we refer to them asOWN , OPR and
CLN , respectively.OWN is the entity who initializes the
nodes and may share some keys with them.OPR provides
the gateway,GW , to the clients in order to access the
network. Any query which goes through the network must
be submitted toGW . Responses to queries are returned to
GW for delivery to the client. The privacy problem in this
work follows the same formulation as in [11]. SinceOPR
ownsGW , it will be considered as a potential adversary. The
challenge here is to ensure that the identity of the queried
sensor cannot be disclosed by the adversary.

In this paper we consider an adversaryADV as anhonest-
but-curious one who controls bothOPR andGW [11]. It
can eavesdrop on the packets but does not actively interfere
with the specified behavior of the protocol. Furthermore
ADV is considered to be able to compromisez nodes in the
network, where0 ≪ z ≪ N . Once a node is infected,ADV
learns all of its secret keys and can thus obtain the plaintext
of all incoming and outgoing messages. We note that the
privacy of CLN is out of scope for this work.CLN does
not care ifADV knows that she is querying the network.

IV. PRIVACY PRESERVATIONSCHEMES

External Storage model: The simplest model that could be
used to achieve query privacy is to have an external storage

server which belongs to the trusted partyOWN and receives
data collected by the sensors. In this case all queries are
submitted to the storage server. Here the network follows the
report-on-sense model; all nodes send their data constantly
at a cost ofO(

√
N) per event. Since there is no need to keep

any information internally, the cost for local data storageis
O(1). Overall, this scheme is impractical if the sensing rate
of sensors is large compared to number of queries. Privacy
here reduces to the Private Information Retrieval (PIR) [14]
problem which has been well studied in the literature but
has not not reached the point of being practical yet [11].

Local Storage model: In this model, event information
is stored locally at each node. However, queries must be
flooded to all nodes at a cost ofO(N). To avoid privacy loss,
the client must query and receive data from theentire set of
sensors since otherwise it would be easy to spot the reporting
node. This would achieve perfect privacy but would result
in a massive waste of energy. To avoid this problem, the
authors in [11] assume knowledge of the network topology
and use the onion routing technique to target a specific node.
The goal is to reduce communication costs while at the same
time achieving a good level of privacy.

Data-Centric model: In the data-centric (DC) model, data
are “named” by attributes; a node storing information about
an event is determined by the event’s name. Thus, all data
related to similar events will be stored at thesame node (not
necessarily the node that originally gathered the data) [4].
The advantage of this approach is that queries for data can be
sent directly to the node storing these named data, at a cost
of O(

√
N), thereby avoiding the query flooding typically

required in other proposals. Unfortunately, this method is
unattractive from a privacy point of view. Addressing a
specific storage node can leak information about the original
one as the mapping between sensing nodes and storage ones
is deterministic and well known in advance. In what follows,
we will address this problem while at the same time maintain
the communication benefits of the DC approach.

A. Random Direction Query

The idea is to abandon the deterministic model of address-
ing nodes and utilize the routing topology of the network
to select “witnesses” for a node’s data. In particular, we
will propose protocols that randomize the witnesses for a
given node’s readings (byreplicating these readings), so that
the adversary cannot anticipate their identities. An implicit
benefit of this approach is that we no longer need to rely on
knowledge of the network topology as in [11].

For this approach to work there must exist atagging
mechanism so that witnesses can identify requested data
without disclosing any information about the originator. A
description of such a tagging mechanism is deferred to
Section V. Once such a mechanism is in place, random
queries can be used to obtain the required data without



revealing the identity of the queried node. We can organize
the details of this approach in the following three steps:

Sensing:Upon a new reading, each node selectsα random
locations and sends its data to the closest nodes to each
location using a geographical routing algorithm such as
GPSR [15]. Data is encrypted using a key shared between
the sensor andOWN before deployment, and tagged appro-
priately (Section V). Encrypted data does not disclose the
identity of the originator so even the direct neighbors of the
node cannot realize if it is fresh data or forwarded ones.

The tag transmitted with each encrypted reading gives the
opportunity to match the query with the data. The originator
stamps the data with an expiration time so that replicas can
be discarded after expiration.

Querying: There is a serverS owned by the trusted
party whereCLN can request for a query to be properly
generated. ThereforeCLN can easily take this query and
submit it toGW . GW will forward this query toβ random
destinations hoping to hit one of the replicas.

Replying: When a node receives a query, it analyzes the
tagging information included in the query to check if it has
the requested data available in its storage. In the case of
matching tag, the node replies back with the encrypted data.

In order to have a successful query at least one of the
β selected destinations must be among theα replicas. The
query will fail when all theβ selected nodes are from the
N−α non-replicas. Thus, the probability of failure isC(N−
α, β)/C(N, β), which can be upper bounded by(1−α/N)β

or e−
αβ
N , given that(1 − x) < e−x, for x < 1. Hence the

probabilityPs of having at least one of the queries meeting
the data isPs ≥ 1 − e−

αβ
N . For example, whenαβ = N

or α = β =
√
N , Ps is at least 63% and grows rapidly for

larger values ofα, β.
Regarding resources, on average each replica node must

supportO(α) readings. Thus, in a 10000 node network,
a random node will be the recipient of about a hundred
readings from nodes that sense and transmit their data.
Also, due to each replication process, there areα point-to-
point communications per sender which leads to a cost of
O(α

√
N) for sensing plusO(β

√
N) for querying, orO(N)

if α = β = O(
√
N).

Figure 1 depicts how this scheme works whenα = 2 and
β = 3. The originator node indicated by a solid black circle
has replicated its data inR1 andR2. GW has sent the query
to the three destinationsD1, D2 andD3. As it is shown,
only the third query has met the required data.

B. Random Direction Query+

To reduce the costs of the previous protocol, we inves-
tigate a different scheme inspired by the work on Rumor
Routing [16]. We note that nodes in a sensor network
operate both as sensing devices and as routers. For a sensor’s

Figure 1. Random Direction Query:α = 2, β = 3

reading (or query) to travel from noteu to node v, it
must pass through a number of intermediate nodes. If these
intermediate nodes also store the sensor data, effectivelya
“line” is drawn across the network. If a query ever crosses
such a line, then the data will reach the client much faster
than in the first case. This will result in significant savings
in communication costs as we explain below.

It can be shown ([17]) that the expected number of inter-
sections ofr randomly drawn lines intersecting within the
bounds of the unit circle is given byr(r − 1)

(

1

6
+ 245

144π2

)

.
So, with three lines, we expect to have two collisions.
Similarly[16], Monte-Carlo simulations show the probability
of two lines intersecting in a bounded rectangular region to
be approximately equal to 69%. So, in our enhanced query
scheme, we are going to achieve a high probability of hitting
the required data by replicating them onall the nodes in the
path toward theα′ selected locations as well as checkingall
the intermediate nodes in theβ′ query paths. 69% probability
of success is for the case whereα′ = β′ = 1.

The transmission cost now is reduced by factor ofO(
√
N)

for sensing and querying. Since we need to keep the tagged
data on all the nodes in the path, the storage cost per replica
still remains equal toO(

√
N), on average.

The same example is used as before (Figure 1) but this
time, all the nodes in the path towardsR1 andR2 keep a
copy of data in their storage and all the nodes in the query
path will be investigated for the required data. In this case,
the query towardD2 also meets the desired data in its way.

C. Approximate Costs & Comparison

In this section we develop an analytical model to compare
the various schemes. LetD denote the total number of
readings (sensed events) andQ the total number of queries.
Table I provides the overall communication costs of our
schemes in terms ofD, Q, α, β, α′, β′ andN . Although
the external server case reduces to the PIR problem, it is
included here for comparison.



Table I
COMMUNICATION COSTS

Transmission
External Storage Server D

√

N
Random Direction Query
α = β =

√

N
αD

√

N + βQ
√

N = O((D +Q)N)

Random Direction Query+
α′ = β′ = 1

α′D
√

N + β′Q
√

N = O((D +Q)
√

N)

For example, in the second row we see that for every
sensed event, the sensing node must replicate the event in
α other sensors for a total cost ofαD

√
N . Similarly, every

query must be disseminated toβ random locations for a total
cost ofβQ

√
N . The same is true in the third row but now

bothα′, β′ are constant.
To provide a comparison with the work in [11], however,

we need to take into account thepacket size. The work in
[11] follows the Onion Routing technique in which case
the packet carries information forall the nodes in path,
therefore the one-hop transmission cost is not the same as in
our schemes (in our case a packet carries just one sensor’s
data). In particular, the authors required the size of onionto
be always the same in order not to disclose any information
about the distance to the target. Thus the onion needs to
have a size ofO(

√
N). In what follows we define a new

metric, the Effective Transmission Load (ETL), as

ETL = CT × P,

whereCT is the transmission cost of aconstant size packet
and P the packet size. For the schemes presented in this
paper the packet size isO(1). As a result we can summarize
the ETL factor for each of the schemes in Table II.

Table II
EFFECTIVE TRANSMISSIONLOAD (ETL)

ETL
External Storage Server D

√

N

Random Direction Query (αD + βQ)
√

N

Random Direction Query+ (α′D + β′Q)
√

N

Onion Routing approach [11] Q2
√

N
√

N = 2QN

The simplest Random Direction Query scheme compares
favorably with the scheme in [11], provided the total number
of readingsD is smaller than the number ofQ of queries
in the network. This can be the case of a frequently queried
sensor network.1 The enhanced scheme is a clear winner
in terms of communications costs (caseα′ = β′ = 1) by
almost a factor ofO(

√
N). The larger storage costs in these

cases maybe be considered a necessary tradeoff to account
for the heavier asymmetric cryptography computations and
network topology knowledge required in [11].

1Independence ofD in the Onion routing case is attributed to the use of
the read-on-demand model. In this model a node never senses continuously
but is tasked to sense only when instructed. Thus a comparison with our
schemes is meaningful only with respect to the cost ofquerying the network
for data.

V. TAGGING SCHEME

In this section we consider the details of our tagging
scheme. LetEi(d) andTi(d) denote the encrypted data and
tag sent by sensorsi to a set of random replicas. WhenCLN
wishes to querysi for data, it makes a request to the trusted
serverS operated byOWN and a tagT ∗ is generated which
is forwarded toGW . T ∗ is then disseminated to a set of
random destinations according to the methods described in
the previous section. If a replica is found such that the stored
Ti(d) equalsT ∗, the corresponding encrypted dataEKi

(d)
is transmitted back toGW and eventually toOWN which
upon decryption delivers it to the client.

Obviously, if the tagging scheme is deterministic there is
a basic,brute force attack: an adversary recordsT ∗ and then
queriesS for sensor data until the server returns the target
valueT ∗. In that case,ADV learns the ID of the queried
node. Thus, we need to ensure that the tagging scheme is
probabilistic so that even if the same sensor is queried twice,
the generated tag delivered byS to GW will be different.

The concept of indistinguishability is well studied in the
literature and comes under the name of semantic security
[18]. Intuitively, if an encryption system possesses the prop-
erty of indistinguishability, an adversary will be unable to
distinguish pairs of ciphertexts based on the message they
encrypt. Thus, it makes sense to use a semantically secure
encryption scheme to generate the tags of the messages (here
we don’t have to use a Message Authentication Code scheme
since, according to our threat model, the service we want to
provide is neither integrity nor authenticity of transmitted
messages). The details of our scheme follow.

Let si be the sensor under question and letKi be the key it
shares with the trusted server (preloaded before deployment).
For simplicity we assume that sensing occurs in phases, so
during phasej, si senses datadj . Thensi first produces a
ciphertextc = EKi

(“data”, dj, i, j) of the data and then a
tag τ = E

K
j
i
(“tag”, j). Both c andτ are disseminated to a

set of random replicas.
The keyKj

i used in the construction of the tag is aphase-
dependent key produced by the operationKj

i = F (Ki, j),
whereF () is a secure one-way hash function. Upon query
by a client, the trusted server can generate this key on the fly
using the key it shares withsi and knowledge of the phase
j. Then it can also generateτ∗ = E

K
j

i
(“tag”, j) that will

be forwarded toGW for propagation to a set of random
destinations. Notice that indistinguishability of ciphertexts
guarantees that no information leaks about the identity of
the queried sensor. Thus the basic attack cannot longer be
applied. The question, however, becomes: how can a replica
noder match the tag propagated byGW with the one stored
in its memory if tags are different?

If key Kj
i is known to the replicar, thenr can perform

a trial decryption of all the tags in its memory and see if
it gets back a valid plaintext (“tag”). If this is the case, it



Figure 2. Simulation Results for Random Direction Query Scheme

has found a matching tag and can respond back with the
ciphertextEKi

(“data”, dj, i, j). So, it is necessary forr to
get hold of the one-time keyKj

i . Although in principle it
is possible to establish keys on the fly between nodes in a
sensor network ([19], [20]), we will refrain from doing so.
Instead, we will allowsi to transmitKj

i in the clear once
the phase is over. Sensorsi will simply send the tagging key
to the same sensors as it sent its encrypted data and tag.

This is safe to do since the tag does not contain any data
that can relate a tag with a node’s ID. A malicious node upon
decrypting such a tag will only get the phase value under
consideration. But this is the same for all nodes sensing
data during phasej. This is also a direct consequence of
our threat model since the adversary neither modifies or
blocks messages nor it interferes with a sensor’s behavior.2

So, releasing the tagging key does not have any impact of
the privacy of the queried nodes.

VI. EXPERIMENTAL RESULTS

In this section we evaluate the effectiveness of the pro-
posed schemes. We generated random network topologies
by placing 1000 nodes uniformly at random in the unit
square with a network density (i.e. number of neighbors)
ranging between 5 and 20. To ensure statistical validity, each
experiment was repeated 100 times in which every node
replicated its data towardsα random locations and queries
for randomly selected nodes were sent towardsβ random
directions.

We have simulated the Random Direction Query (RDQ)
scheme havingα × β = N, 2N, 3N and 4N . Figure 2
depicts the query success probability as a function of the
network density. Clearly the values ofα andβ must be in
the order of

√
N in order to achieve a considerable query

success rate. The other important factor is network density
and connectivity. As the number of neighbors increase, we

2The only case that a malicious nodeu can tell that a particular tagging
key originates from a specific nodev is if it overhears transmissions and
discovers thatv was never the receiver of such a key. But this is highly
unlikely in a sensor network where nodes have comparable radio ranges
since it would require thatu andv have exactly the same neighbors.

Figure 3. Simulation Results for Random Direction Query+ Scheme

Figure 4. Growth of Communication Cost per query for RDQ+ when
α′ = β′ = 4 and density factor is 15

will have a better chance to route a replication and a query to
the same node. The results of these experiments imply that
in order to have a success probability of 90% we should
have at leastα× β = 3N and density factor around 10.

Evaluation of the Random Direction Query+ (RDQ+)
scheme is demonstrated in Figure 3 forα′ = β′ = 2, 4, 8 and
12 and varying network densities. When compared with the
previous scheme we can see that the caseα′ = β′ = 8 is as
effective as the caseα×β = 4N when the network is dense
enough. The savings here are a

√
N factor in communication

overhead. Figure 4 illustrates that the communication cost
per query grows as a function of

√
N , whereα′ = β′ = 4

and the density factor is 15. We have also measured the
average storage requirements per node in this experiment
and the results (Figure 5) verify that the amount of required
storage is again proportional to

√
N .

A. Further Enhancements

The RDQ+ scheme was further analyzed considering the
fact that whenever a node transmits some information to
one of its neighbors, the rest can hear this message. So, we
modified the RDQ+ scheme in such a way to take advantage
of this overhearing when forwarding a query to the next
hop. As a result, the probability of hitting a replica by a
query increases by 5-10%, depending on the case, without
any additional storage or communication overhead (details
omitted due to space restrictions).



Figure 5. Growth of Storage per reading for RDQ+ whenα′ = β′ = 4
and density factor is 15

Figure 6. Effect of End-to-End Failure rate on success probability

RDQ+ is also more robust against transmission failures
in replicating and retrieving data in the network since both
data packets and queries are sent to multiple directions. So,
if one of the data packets (readings, tags or keys) or queries
fails, there is still a chance to receive the required data from
the rest of the replicas. As it is shown in Figure 6, increasing
the end-to-end failure probability even as much as 40%, the
success probability decreases by less than 10% for the case
whereα′ = β′ = 4 and the density factor is 15.

Regarding the level of privacy achieved, it should be clear
that ADV can find the ID of the queried sensors only if
s belongs to the set of compromised nodes (loss of privacy
is proportional toz/N ). This is because neither the tagging
scheme nor the data stored in replicas reveal any information
about the queried node. It is conceivable, however, that in a
network where sensors rarely generate any readings,ADV
can locate the queried node if in two (or more) of the
replication lines emanating froms, ADV controls at least
two of the nodes in the line. Using location information from
the compromised nodes, the queried node would be located
near the point of intersection of these two lines.

Assuming each replication line has length
√
N , the prob-

ability of having two or more (out ofα) replication paths
with at least two compromised nodes can be shown to be
proportional toαz2/N , for smallα andz (details omitted).
However, a simple fix exists if we modify the RDQ+ scheme
as follows: instead of sending the data along a line, each

node forwards the received data to a randomly selected
neighbor which makes an angle of more than 90 degrees
with the node which it has received the data from. Using
this simple mechanism, the privacy problem disappears at
the expense of reducing the success probability by a mere
4% (details again omitted).

VII. C ONCLUSIONS

In this paper, we have considered the problem of query
privacy for clients of WSNs in which the network op-
erator cannot be trusted. Without relying on public key
cryptography or other heavy cryptographic mechanisms, we
have addressed the privacy problem using randomization for
getting the required data. Inspired by the data-centric model
of communication in sensor networks, we started with the
Random Direction Query scheme and gradually improved
the performance by providing tradeoffs between storage and
communication overheads. All schemes were evaluated both
analytically and experimentally, validating their performance
and their effectiveness in protecting the sensor IDs to be
queried. It is of interest to note that query privacy is
achieved using only standard, symmetric cryptography and
no knowledge of the topology of the network.
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